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CCDF Fraud Toolkit Instructions

The purpose of this document is to provide an overview and instructions for using the different
sections of the Child Care and Development Fund (CCDF) Fraud Toolkit, provided by the
National Center on Subsidy Innovation and Accountability (NCSIA).

Overview

The CCDF Fraud Toolkit (Toolkit) is an evolving resource designed to assist Lead Agencies in
increasing program integrity and accountability and decreasing fraud within the child care
program. The Toolkit will encompass five separate evaluation sections: an overall Fraud Risk
Assessment, and additional assessments for Prevention, Detection, Enforcement & Recovery,
and Monitoring.

The overall Fraud Risk Assessment and Prevention Assessment sections of the Toolkit are the
first available resources provided and include element questions related to overall fraud risk
and fraud prevention strategies. When a question is answered, an automated response text is
displayed, which may include recommended next steps based on the Lead Agency’s answer.

After answering all questions, a summary of risk information will display on the RESULTS
SUMMARY tab of the chosen section’s workbook. The summary is designed to provide the Lead
Agency with a risk assessment and draw attention to areas that may require additional focus.
Note: The Fraud Risk Assessment section of the Toolkit is the only section that will provide the
Lead Agency with an overall risk assessment score.

Currently, the Toolkit is designed to allow Lead Agencies to assess their risk levels and provide
basic next steps. As additional Fraud Toolkit resources are developed and become available, the
Toolkit will evolve to become more robust and provide links to resources to help with fraud
detection, prevention, enforcement and recovery.

Instructions

Each section of the Toolkit has two tabs: QUESTIONS and RESULTS SUMMARY. The QUESTIONS
tab is interactive and used to respond to a series of questions from multiple categories. The
RESULTS SUMMARY tab is updated based on the answers provided and displays a summary
based on the completion of the QUESTIONS tab.

Answer Assessment Questions

There are only three acceptable answers for each question: ‘Yes’, ‘No’, and ‘l Don’t Know’. The
answer may be typed in or selected from a drop-down list. To get started:
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1. Open the desired section to be used (i.e. Fraud Risk Assessment or Prevention).

Fraud Risk Assessment Tool

CATEGORY  QUESTION . ANSWER RISk  RECOMMENDATION -

Does your agency have security roles in place to imit data
Systems / Software | access to only those who need it? (for example, provider data,

Systems / Software |

The QUESTIONS tab is displayed.

2. Click the Answer box for the first question to display the Answer drop-down arrow.

Fraud Risk Assessment Tool

_ ANSWER  RISK  RECOMMENDATION -

|

igibility/providr system havwe controls in place
that woul enforce sdherence to policy? for example, alerts,
Sptems fSofwate | @ nagement reports, or system edits that prevent a worker

Z
fram peccseding i required information i missing)

A drop-down arrow is displayed in the Answer box.

3. Click the Answer drop-down arrow to display a list of answer choices.

Fraud Risk Assessment Tool

CATEGORY  QUESTION . ANSWER RISK  RECOMMENDATION

ur agency have securlty roles i place to limit data
those who need t? [for exsmole, provider data,
chent datz, atc.)

Stems / Software

=
cantrols i pl g
| e enan

Srtems / Software

A list of answer choices is displayed.

4. Select the desired answer for the question to display the Risk and Recommendation.

Fraud Risk Assessment Tool

CATEGORY  QUESTION . ANSWER RISK  RECOMMENDATION

Des your agency have secarity roles in place to limit data
an thase wha nee

Uses-speciic security foles protect your program data from falling nto the wrong hands o being used in 8 fraudulent way.
Systems [ Software 4187 [or example, provider dats, no Medium | Consider requesting t tance to b

o help

Systems f Sotware | |

The answer is populated in the Answer box and a Risk level and Recommendation are
displayed.

Note: The answer may also be typed in exactly as it appears in the drop-down list or
selected from the list.

Repeat steps 2 — 4 until all questions are answered.
View Assessment Results

1. Answer all assessment questions, per instructions above (“Answer Assessment
Questions").

2. Click the RESULTS SUMMARY tab at the bottom of the page.
I EEEEE——
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Overall Fraud Risk Assessment Summary Category Based Risk Summary

OVERALL RISK COUNT BY

Risk Assessment Summary A Systems/Software stalf Training Provider Training
T
RISKLEVEL | COUNT RSKEVEL | counT | | mskieveL | couwt || mskievel | count
1 2
2 0
z 0
o 0
OVERALL RISK Management / Procedures for
SCORE /RATING Communication e Suspectad Fraud
T T
RISKSCORE | RISKRATING RISKLEVEL | COUNT || RISKLEVEL | COUNT || RISKLEVEL | couwT
o o 3
o o 0
a 1 1
WHigh WMedium low WNo fisk z o 1

QUESTIONS _RESULTS SUMMARY %

The Overall Fraud Risk Assessment Score and/or the Category Based Risk Summary are
displayed.

3. Review the results and begin exploring ways to reduce risk; seek technical assistance, if
desired.

4. Return to the QUESTIONS tab for a more focused, question level review of the risk level
and recommendations.

Filter Questions

Auto-filters are built into the QUESTIONS tab to filter the page based on either column. For
example, it may be beneficial to filter the results to show all High-risk responses. Another
approach is to filter the Category column for a focused view by that category.

The following instructions cover filtering by risk level.

1. Click the QUESTIONS tab, if it is not already open.

Fraud Risk Assessment Tool
e T e L
st

”
exarmple, provider dats, no M| Consiter requesting technical assstance to help identify best practices in this &

Doss your elgibility/provicer system have contrals in plsce
that would enforce adherence to policy? for example, alerts,

System rest unintentions! esrors. eq techrical

preventint
Sretems / Software. No High ‘assstance 1o help identfy best practices in this area.

from proceeding If required infor

The completed questions are displayed with filter drop-down arrows on each column.

2. Click the drop-down arrow on the desired column.

Fraud Risk Assessment Tool

Jlent way,

questing technical

System resirctions are a citical way to prevent Intentional and unintentional errors Conseler requesting technical
asstance 1o help entsy best practices in this ares,

Systems | Software

Systems  Software

t That s helptul I Kerifying
1t activty. Case Management raparts are criticalin entéying patentialy fraudulent actity.
ting technical ey data element t

ystems [ Software iy have the akilty ta run CCOF regula

Telghul i dentiying

Systems | Software

Staff Training
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The auto-filter drop-down appears with all column values selected by default.

Fraud Risk Assessment Tool

CATEGORY

Systems / Softurare.

Does your agency have security reles nplace o it - |
access to only those who need it? (for example, provi *
fnancil data, chent data, etc)

Systems / Softurare.

Does. your eligibityprovider system have controls i
that would enforce adhesence to polioy? [for exampk
management reparts, or system edis that prevent a

User-specifi secutity roles protect your pragram data froe fallng into the wrong hands or being used in a fraudulent way.

Cansider requesting technical assistance to help klentiy best practices n this area

b | system restreti alw t
+ | assistance to help identify best practices i this area.

Cansider requesting techaical

from pracseding if required information is missing)

Srstems / Software

D your 3gency s CCOF related Satents have udt
capabivnes? for exampl, tracking user actins i an
system)

Systems | Software

Does your agency have the shility o run CCDF reguls
management reports?

Systems / softure

Does your agency have the abilty 1o run CCDE rekater
ttend. ellment, snd payment reports?

Stall Trainivg

Does your agency have staf training on fraud prevery

Hone
ianks)

ALt s within The syteen Can help 10 deter acanbel
sdministrators track specifc usrs within the system. Consides requesting technical sssitance to help gentify best

maybe Tvaiaie s iphl s GemAing
i actvty.Case it

onsder requesting tachnical ssitance to hep encty capturedin these types f reports.

Rmaybe il s iphl o GemATng
i actvy.Case it

Ft may be beneficalto find out what current training Is avalable for staf, Hauing stalf training on fraud prevention and

detection?

[

for reducing possibie fraud.

The checked values indicate which rows will display.

Click the [OK] button.

Fraud Risk Assessment Tool

CATEGORY  QUESTION ANSWER RISk RECOMMENDATION
Dows. your aligiity/providar system have contros 1 place
System tical way o p Consder
that would en « topalicy? for exarmpie, aerts,
Syetems fsoftwre igh [ asestance o help censéy best practces m this e
ueze management reports, or system edts that prevent a worker ) Hig - I iuntify burt practions bn b
rom praceeding  required Infarmation ls misig)
e your agency have trainings i place or the elgibity T
‘Staff Trainis o ctian? [For NO High .
" £ L v s18ps o 80ucing fraud. Consider reQuesting 1echical SSETANCE 10 Nelp identfy bESt practices i thi area.
Does. your agency have stalf raining on pratoals for repertiy
B [ e s [ R -
it i) E rts. Consicler to help ident this ars
tracking system 1o record and mgeitor referral statuses) O iy ek ares.
A Does yauragency hve e o prpanng oty . — for ewestigat .
a R—— qansing tnchrical 0 nthe s
Proveartraiing that covers key areas prone to frauulent act 1 Ites can
. + prowds taining o i renc?
ot mang | DoSSTO gy proder g n i detrece? |y war [ oo s o rowtes e ik s o i
Hfor example, blling. Invoicing, sk of prosecution, etc S e
Doss your agency have protocols i place for providers o HA N ——
Provider Training ° i i
® | parsectiva? ffor axample. attestations for accurate raporting. Lo A to develop protocolsfor providers to
of attendance fhilling) dated 1o program Integrity. Considr requesting technical assistance

Only rows with the checked value are displayed.

Note:

Uncheck values until the only value checked is the one desired to display.

To remove the filter and display all rows, click the filter drop-down arrow again and
check the Select All value and then click the [OK] button.
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